At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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BeReal is the latest trending social me

day-to-day,lives, sharing candid ph'bl"@s'_*.wiihout editing okgpplyj_‘r?g'fiiters, Each day at a random time,
users are simultaneously, notified to take a|picture of,what they;reldoinglat;that exact moment. The
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two-minute window, to submit an image/means there!s notime to'select’a particularly glamorous or g s Agggﬁtct’fr\g&
exciting activity. BeReal shares two pictures:/a selfie,"gnd an imqge”§f thelimmediate surroundings. ) Google Play

L) Users can only,view,and req&_ct to their,friends; phé?és once,they,upload their own.
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THE RISKS?

EASYLOCATON ‘&

BeReal’'s default setting is to share

the exact location of where a post

was sent from. Given that images

~ dare usually shared within the

, two-minute window, anyone your child is
friends with on the qu will know exactly

where they are (or at least, where they

were two minutes earlier). As we've

noted, this could include strangers who

are intending to use this geographical

information for malicious purposes.

VISIBLE PERSONAL DATA

As with any other form of social
media, it's important that your
child doesn’t share too much
personal information on their
profile. BeReal allows for a photo, full
name, approximate location and a short
bio. It’s safest to make sure that your
child’s profile doesn’t display anything
which could identifn where they go to
school or exactly where they live.
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REPUTATIONAL DAMAGE C,

What your child says and does

online - their digital footprint — shapes

the way that other people see them. It's
essential that young people understand
that when they post something online, they
are giving the app in question the right to
do whatever they wish with that image or
content, including sharing it elsewhere.
This form of permission is explicitly
referenced in BeReal’s terms of use.

CONTINUOUS NOTIFICATIONS

Like any social media app,
BeReal’s developers want users
to be on it regularly and scrolling for /

long periods. BeReal only sends one )
notification to post a picture each day,
but there are other alerts for events

such as mentions, comments, friend
requests and reactions to your photo.
This can cause young users to feel
pressure to open the app and respond,

distracting them from other activities. "!‘!‘m

CONNECTING WITH STRANGERS

When someone signs up to BeReal, it
highlights anyone in their phone’s L 4%
contacts list who already has the app -

so users can connect with friends, or

invite others from their contacts. The P
‘Discovery’ feed, meanwhile, shows
posts from strangers and gives users the
option to add them as friends, too. This

means your child could potentially X
connect with — and communicate with -

a stranger.

PUBLIC SHARING

As well as sharing posts with
friends in the moment, the app also
allows posts to be shared publicly
and public content to be viewed. Before
a user can see this public content, they
must post their own photo first.
Unfortunately, there currently seems to
be a lack of moderation on the content
that’s being uploaded, so a young user
could be exposed to posts which aren’t
suitable for their age.

LIMIT NOTIFICATIONS

KEEP IT AMONG FRIENDS

BeReal offers the option to turn off individual types of notification. / B Remind your child why adding strangers to their contacts

Doing this will significantly reduce the number of times your child isn't a good idea, and advise them to decline cmx friend requests

is tempted to open the app by incoming comments, uploads, friend from peo?le they don’t know in real life. If something your child sees
requests and so on. Ironically, it will allow them to actually ‘be real’ by on BeReal makes them feel uncomfortable, they can report it by clicking
being present in the moment and their current environment as opposed to on the three dots in the top right. The reporting tool allows them to state
being engrossed on social media. the reason that they’re flagging up the post.
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CREATE A SAFE PROFILE

Remind your child to use an avatar as their profile pic (as opposed
toa [|)1hoto of themselves) and use a nickname or just their first name,
still vital, though, that children stop and think rather than uploading not their full name. Any information they add to their bio (which is_
something risky just to meet the two-minute deadline. Point out to them optional) should be kept vague, and personal details should remain
what kind of information strangers could extract from an image: school private. It's also worth turning off the ?eolocation feature either through
crests, street names or local landmarks, for example. | the device’s settings or in BeReal itself.

STOP AND THINK

BeReal’s goal is for users to be authentic with friends, removing
the pressure of that flawless photo or perfectly worded post. It's

-

Dr Claire Sutherland is an online safety consultant, educator and
researcher who has developed and implemented anti-bullying
and cyber safety policies for schools. She has written various
academic papers and carried out research for the Australian
government comparing internet use and sexting behaviour of
young people in the UK, USA and Australia.
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Sources: https;/fbere.al/en/privacy | https;//bere.alfen/terms

https://berealapp.notion.site/FAQ-BeReal-English-2d1d59a4168c4524bed0a40b04de892a | hitps;//www.commonsensemedia.org/app-reviews/bereal
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feelitis needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

| What Parents & Carers Need to Know about

DISCORD

Discord is a free app which allows users to communicate in real time via text, video or voice chat. Available on
desktop and mobile devices, it was originally designed to help gamers cooperate — but has evolved into a
more general networking platform for a range of online communities, discussing topics like TV series,
music, Web3 and more. Discord is organised around closed groups, referred to as ‘servers’. To join a
server, users must be invited or provided with a unique link. It's a space for users to interact with
friends, meet others with shared interests and collaborate privately online — but it's also a
place where young people can be exposed to risks if the right precautions aren’t taken.
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W4 e 9 Advice for Parents & Carers
REVIEW SAFETY SETTINGS EXPLAIN AGE FILTERING SCREEN OUT EXPLICIT CONTENT

While Discord requires users to be at least

In the privacy and safety settings,
13 to sign up, many servers geared towards

Discord has a series of safety settings,
Discord users are offered the ability to

enabling users to choose who can direct

message them or send them friend requests. older users are flagged as NSFW (not safe for filter direct messag':-;s for inaggropriate
Your child’s experience on Discord will be much work), which indicates they probably contain content: a setting that should be enabled

" safer if the app’s privacy and safety settings are material that’s inappropriate for children. It can if your child uses the platform. Discord
configured to only allow messages or friend be easy to click through settings without properl automqticqlln tries to flag images that are
requests from server members. This will minimise reviewm? them, so ensure your child understands explicit, but the setting must be manually
the chances of potential predators from outside why age filtering is important and that it’'s there to enabled for text. If a young user is sent explicit
the group contacting them. protect them. content in a direct message, Discord will scan

. and (if necessary) delete it.

MONITOR ONLINE ACTNITY DISCUSS GOOD ONLINE BEHAVIOUR ~ HAVE CANDI/D CONVERSATIONS

It's wise to regularly review your child’s activity The anonymity offered by the internet often It can sometimes be awkward to discuss
on Discord. This can include checking their leads people to communicate more openly topics like grooming, ﬁornography, racism
safet?l settings to ensure they’re correctly online and behave differently than they or explicit content with your child - but it's
enabled, talking about which servers P— would at school or home. It’s crucial to bear important to ensure they're aware of the
they’ve joined and reviewing some of their '/ in mind, though, that every internet user is harms these things can pose. Talking openly
friends and direct messages. Ask if still a real person. Talk to your child about about these subjects is a great way to help your
anything has made them feel =i the severe and lasting consequences that child feel more comfortable about coming to
uncomfortable or unsafe. Things can cyberbullying or exchanging inappropriate you if they experience an unwanted encounter
material online can have in the real world. on Discord (or anywhere else online).

check-ins and follow up frequently.
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Coral Cripps is a Canadian-born, London-based tech }V \
journalist at gmwa3.com: a website specialising in all things 1

Web3, gaming and XR (extended reality). With a focus on !
brands and culture, she researches and writes about the g

ways that our currentinnovations — including the metaverse %

and Web3 — are impacting people, places and things.
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Sources: https//wwiw.defendyoungminds.comy/post/dangers-of-discord-6-steps-safeguarding-teens-on-popular-chat-app | hitps://supportdiscord.com ) L. 4
https:/?endsexuaIexploitotion.org/orticles ldiscord-is-a-haven-for-gamers-and-sexual-exploiters/ | https://kotaku.comjdiscord-deleted-thousands-of-violent-extremist-and=crim-1846623284
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feelitis needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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FACEBOOK

With 2.9 billion users, Facebook, owned by the recently rebranded Meta, is the world’'s most popular
social media platform. It encourages interaction with other people by (among other things)
adding them as friends, reacting to or commenting on their content, sharing images and
videos, posting status updates, joining groups and playing games. Facebook is free,

and anyone over 13 can join — but with no age verification, younger children can
easily create an account: it's likely your child is already familiar with the
platform, even if they don’t yet use it themselves.

ADDICTINE NATURE

Facebook’s quick reward cycle of likes and
comments on shared posts can be hugely
addictive. It encourages users to keep
returnin'g1 to post things and increases
FOMO (the Fear Of Missing Out), which
leads to people checking the app even
more frequentlr and finding themselves
endlessly scrolling through content.

CYBERBULLYING

A 2021 Ofcom report found that around one in
four UK 12-15-year-olds had been cyberbullied
or trolled (intentionally antagonised online). On
Facebook, this can hapﬁen through private
messages (on Facebook Messenger); hurtful
comments on their profiles and posts; pages or
groups set up purposely to torment a victim; or
exclusion from pages or groups.
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Facebook encourages you to post “what’s on
\ your mind”, but children should be wary of
» | revealing too much about themselves online.
Users can give GWGK their location by checking
in or using Facebook Live, for example, while
some photos can also be traced using file data.

J

{ INAPPROPRIATE CONTENT N
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FUTURE ’MPA Q:f\:\%/% ¢| Facebook monitors and removes material |
Like most social media platforms, 3\%& \| like hate speech or extreme political views,
anything posted on Facebook leaves a T while adverts on the platform are now CENSORED
Fermanent ‘digital footprint’. This can have ﬁ\ forbidden from targeting under-18s based
uture consequences for young people: ?\@ on their interests. Offensive content isn't

| always taken down instantly, however, so
there’s still a risk of children encounteringit.

\IDEOS AND STREAMING  LIVE

Facebook Live lets users stream video live

= | to their friends or watch others’ broadcasts. r
| Viewers can comment in real time, which is
problematic to moderate. Short, user-created
clips called Reels can now also be displayed
on profiles and feeds. These video features
could contain unsuitable material or allow
children to be cajoled into doing something
on camera that they wouldn’t normally do.

many universities and employers, for
qxample, now review someone’s Facebook
timeline during the application process.

(CONTACTFROM STRANGERS __

Just like in the offline world, there are people

on Facebook with malicious intentions. Ofcom
reports, for instance, that 30% of

12-15-year-olds have received a friend request
from a stranger. This, sadly, can include
individuals seeking to take advantage of
\Umpressionable youngsters. )
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KEEP ACCOUNTS PRIVATE ") (ENCOURAGE SAFE FRIENDING @) (LEAD BY EXAMPLE
In the settings area, you can choose whether Facebook can help your child to stay d Let your child watch you using Facebook - this
a Facebook profile is public or private. By far connected with the people and the things will demonstrate how it can be used safely and
the safest Oﬁtion is to switch your child’s to that they care about. However, it's important appropriately, reducing the risk of them
private, so they can only interact with people for them to understand that they should only encountering harmful content themselves. Teach
who they are friends with on the platform. accept friend requests from people who they them the habit of thinking before sharing
Facebook’s settings can also prevent your know. The key questions to consider are “has anything online and try to follow the same rules
child’s personal information (such as Kour child met them in person?” and “do they that you set for them - so if you agree time limits
contact details, school nhame or date of now and trust them enough to feel comfortable on your child’s Facebook use, then you should
birth) from appearing publicly. / \qccepting them as a Facebook friend?” / \stick to them, too.

W
SAWYSHARING ~ FNZEXTRE )\ ( RESPECT BOUNDARIES BLOCK AND REPORT
Make sure your child realises that what they Once you've talked about Facebook safety On Facebook, you‘re able to report
share online with friends can end up being with your child, give them some space and harmful content and block particular people
shared clgain by others. It’'s important that trust them to make smart choices. Make it clear or groups so they can’t contact your child or
they think about what they share online and however, thattyou're always open to discussing view their profile. Before they start spendin?
who they share it with. Facebook’s ‘Audience social media if they need to. In the earI?l stages, serious time on the platform, show your child
Selector’ gives users the option to filter who you could occasionally review your child’s social how these features work and explain why
sees what they are sharing, whenever a media activity with them to put your mind at rest the?l might need to be used. Facebook’s
status is updated, photos are uploaded or — but take care not to become reliant on Bullying Prevention Hub offers advice on

\anything is posted. dealing with harassment on the platform. -/
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J \checking it every night.
Meet OQur Expert

Alex Wrightis a former Facebook employee and social media
expert with more than 15 years' experience in digital media.
He has worked with some of the biggest organisations on the
planet and has a vast understanding of how social media
platforms work and how they engage their audience.

Sources: www.facebookeom/satety/bullying
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many issues which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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BULLYING

Unkind comments or images which

are purposely aimed at an individual

can be shared freely in a group chat -

allowing and often encouraging others

to join |n the bulgllng behaviour. If this \
content is shared in a group of their peers
(especmlly a larger group), it serves to
amplify the hurt, embarrassment, anxiety
and isolation that the victim feels.

EXCLUSION AND ISOLATION

This common issue with group chats can ‘
happen in several ways: startmg a new
group, for instance, but deliberately excluding
a certain child. leeW|se, the chat may take
place on an app which one child doesn’t have

( access to, meaning they can’t be involved. A
child can also feel isolated when a group chat is
used to discuss or share images from an event
that everyone else but them attended.
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INAPPROPRIATE CONTENT

Some discussions in group chats may
include inappropriate words, swearing and
unsuitable Iimages or videos. These could be
viewed by your child if they are part of that
group, whether they actively engage in it or not.
ome chat apps have a disappearing message
function, so Kour child may be unable to report
something they've seen because it can only be
¥ viewed once or for a short time.
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~GROUP CHATS

ost populqr ways'thatlyoung/peoplelengage W|t51. their peers W
g@@.,ﬁ@
everyonelinone place. While they are useful forlhelpingjfriendsypeopleiwithishared
interests or members of a club to communicateiand/coordinatelactivities; they can
also leave young people feeling excludediand! bullled =-GB\§K§]] as'providing
opportunities for inappropriate content;to be viewed.

group chatslareJamongjthe)

SHARING GROUP CONTENT

It's important to remember that - while the
content of the chat is private between those
in the group - individual users can easnx
share a message, photo or video with others
outside of the ?(roup or screenshot what's been
osted. The risk of something your child

intended as private becoming public (and
potentially gomg viral) is higher if there are
people they don’t know well in the group.

| UNKNO\NN MEMBERS W "

Within larger ?rou chats, it's more
likely your child will be communlcatmg
with people they don’t really know. These
strangers mq?l be friends of the host, but
not necessarily friendly toward your ‘child.

It's wise for young people not to share

personal details and stay aware that they have
no control over the messages and images they
share after they‘ve put them online.

( i =
NOTIFICATIONS AND FOMO

A drawback of large group chats is the
sheer number of notifications. Every time
someone in the group messages, your child’s
device will be ‘pinged’ with an alert: potentially,
this could mean hundreds of notifications a day.
Not only is this highly distracting, but young
people’s fear of missing out on't e latest
conversation results in increased screen time as
they try to keep up with the chat.

{

CONSIDER OTHERS' FEELINGS

Group chats are often an arena for

young people to gain social status. This
could cause them to do or say things on
impulse, which could upset others in the
group. Encourage your child to consider how

GINE SUPPORT, NOT JUDGEMENT

Remind ?lour child that they can confide in you if
they feel bullied or excluded in a gl’OUE chat,
instead of responding to the person who's upset
them. Validate their hurt feellngs and help

to put them back in control by discussing
how they’d like to handle the situation.

am On a related note, you could also
empower your child to speak up if they're
in a chat where others are being picked on.

AVOID INVITING STRANGERS

Sadly, many individuals online hide their
true identity to gain a child’s trust - for
example, to gather information on them,
to exchange inappropriate content or to coax
them into doing things they aren’t comfortable
with. Ensure your child understands why they
shouldn’t add people they don’t know to a group
chat — and, especially, to never accept a group
chat invitation from a stranger.

other people might feel if they engaged in this
behaviour. If your child does upset a member of
their group chat, support them to reach out, show

In any online communication, it’s vital for

young people to be aware of what they're

sharing and who might potentially see it.

Discuss the importance of not revealing

school or photos that they wouldn’t like to be

seen widely. Remind them that once something

is shared in a group, they lose control of where it

may end up and how it might be used.
Dr Claire Sutherland is an online safety consultant, educator
and researcher who has developed and implemented
anti-bullying and cyber safety policies for schools. She has
written various academic papers and carried out research for
the Australian government comparing internet use and sexting

emputhy and apologlse for their mistake.
identifiable details like their address, their
Meet Our Expert
behaviour of young people in the UK, USA and Australia.
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BLOCK, REPORT AND LEAVE

If your child is in a chat where
|napproEr|qte content is being shared,
advise them to block the users sendlng
the material, report them to the host a?
or platform and exit the group. If any of this

content could be puttlng a minor at risk,

contact the police. Emphasise to your child that
it's OK for them to simply leave any group chat
that they don’t feel comfortable being a part of.

SILENCE NOTIFICATIONS

Having a phone or tablet bombarded with
notifications from a group chat can be a
" massive irritation and distraction -
§ especially if it's hqppenlnﬁ late in the
evening. Explain to your child that they
| can sti be part of t roup chat, but that it
would be healthier for them to turn off or
mute the notifications and catch up with the
conversation at a time which better suits them.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many issues which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

o
b
<

What Parents{&iCarers|Need|to'knowabout

i N | B
‘ |

D a
fa.,
1?‘/92 | fy',i)
q Vy | # ‘y
v

@

Instagram is{alhighly/popular, social media pIE:tform withlover:1 billion users. Instagram|isi¥
continuously updating and adding new features to meet the]lneeds of users. Instagramlallow
e e e A 2 . . S 3
usersito uploaq_ |m_ag'es and videos to their,feed, createlinteractive ‘stories @pm
xchange]private messages or search, explore and follow other accounts the,y
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GOING LIVE

ADDICTION

Many social media platforms are designed Q- . - 3 Live streaming on Instagram allows
in a way to keep us engaged on themforas ¢ ) B users to connect with friends and
long as possible. There’s a desire to scroll s @ = 5 = followers in real-time and comment on

videos during broadcast. Risks increase if .
the account is public because anyone can :
watch and comment on their videos,
including strangers. However, other risks
include acting in ways th? wouldn’t
normally or being exposed to inappropriate
content or offensive language.

INFLUENCER CULTURE ' ¢

Influencers can be paid thousands

of pounds to promote a product,

service, app and much more on social
media - the posts can often be identified
because they state they're a ‘paid partnership’. ...
Ofcom found that young people often attempt
to copy-cat influencer behaviour for their own

posts to gain likes, sometimes posting content
which may not be age-appropriate.

UNREALISTIC IDEALS

Children compare themselves to
what they see online in terms of
how they look, dress, their body
shaﬁe, or the experiences others
are having. The constant scrolling and
comparison of unrealistic ideals can lead to
children feeling insecure about their own
appedarance, questioning how exciting their
own lives are and having a fear of missing
out.

often/more in case we‘ve missed something
important or a fear of missing out. Instagram
is no different and young people can easily lose
track of time by aimlessly scrolling and watching
videos posted by friends, acquaintances,
influencers or even strangers.
| LN A (0 WA 2

PRODUCT TAGGING

Product tags allow users (particularly influencers who
are sponsored to advertise products) to tag a product
or businessin theirJ)ost. This tag takes viewers,
regardless of age, directly to the product detail page
on the shop where the item can be purchased an
where children may be encouraged by influencers to
purchase products they don’t necessarily need.
| B

EXCLUSION AND OSTRACISM

Young people are highly sensitive to ostracism. -
Feeling excluded can come in many forms such as:
not receiving many ‘likes’, not being tagged, being
unfriended, having a photo untagged, or not
receiving a comment or reply to a message. Being
excluded online hurts just as much as being
excluded offline — with children potentially suffering
lower moods, lower self-esteem, feeling as if they
don't belong or undervalued.

Sy o o B

Product ta%ging on Instagram only works on public
accounts. If your child wants to share their clothing
style, make-up etc and tag items in a post then they
may be tempted to change their settings to public,
which can leave their profile visible to strangers.

[ —— ﬂ

- Advice for Parents & Carers
1 9; ——~— 2 ————
HAVE OPEN DIALOGUE REMOVE PAYMENT METHODS = ‘< USE MODERATORS

Talk to your child about live videos and the if you're happy for your child to have a ‘ Instagram has launched ‘live moderators’ on

risks involved and how they can do it safely with < card associated with their Instagram ™ Instagram live where creators can assign a moderator
family and friends. Talk to them about ensuring they account, we suggest adding a PIN which and give them the Power to report comments, remove
have safety settings on so only followers can view needs to be entered before making a payment. viewers and turn off comments for a viewer. It's

them live, and maybe help them prepare what the

This can be added in the payment settings tab and recommended to keep devices in common spaces so that
would say when they do go live.

will also help prevent unauthorised purchases. you are aware if they do go live or watch live streaming.

FAMILIARISE YOURSELF = FOLLOW INFLUENCERS ( @ BE VIGILANT AND REASSURE

Instagram is one social media ap Following influencers will allow you to Talk to your child about the use of filters. While \

~>
which has its safety features avaiﬂ:ble
to parentsina user—friendIY manner. The being able to discuss anything which real them. If you find your child continuously using a filter,
you deem inappropriate. Talk to your child J ask them why and reassure them that they are beautiful
P

monitor what they're sharing as well as theY can be fun to use they don't represent the

document provides examples of
conversation starters, managing privacy, about who they follow and help them develo without it to build up their feelings of self-worth. Discuss
managing comments, blocking and restricting critical thinking skills about what the influencer the fact that many images online are filtered and not
and can be found on the Instagram is trying to do. For example, are they trying to sell everyone looks ‘picture perfect’ in real life, which can also
website>community>parents. w O product by promoting it? lend itself to discuss what is real and not real online.

- ’115 & ‘ ? i -1 . » i A0 o VY g S TR
MANAGE LIKE COUNTS BALANCE YOUR TIME
Due to the impact on mental wellbeing, Instagram has allowed users 4 7 Instagram now has an in-built activity dashboard that allows users
to change the focus of their experiences online away from how many /- to monitor and control how much time they spend on the app. Users ~s=—

likes a post has by hiding the like counts. Users can hide like counts on all can add a ‘daily reminder’ to set a limit on how much time they want to
the posts in their feed as well as hiding the like counts on their own posts. spend on Instagram, prompting them to consider if it's been too long with a ‘take
This means others can’t see how many likes you get. This can be done by a break’ message. There's also the option to mute notifications for a period of
going into settings > notifications > posts > likes > off time. These features can help you have a conversation with your child about how
much time they are spending on the app and to set healthy time limits.

Meet Our Expert

Dr Claire Sutherland is an online safety consultant at BCyberAware. She has
developed and implemented anti-bullying and cyber safety workshops and
policies for schools in Australia and the UK. Claire has written various
academic papers and carried out research for the Australian government
compadring internet use and sexting behaviours of young people in the UK,
USA and Australia.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they

feel it is needed. This guide focuses on one app of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

SOASNARCHIATIE

Snapchat isa photo— and video-sharing app which also allows users to chat with friends via text or audio. Users can
share images and videos with specific friends, or through a ‘story’ (documenting the previous 24 hours) visible to their
entire friend list. Snapchat usage rose during the pandemic, with many young people utilising it to connect with their
peers. The app continues to develop features to engage an even larger audience and emulate current trends, rivalling

On

platforms such as TikTok and Instagram.

-~ -
Compulsion and Excessive Use
Many users spend vast amounts of time trying to become a
Snap Star. Snapchat is offering a share of $1 million, and the
? chance of online fame, to users who create and share the best
videos. Children are therefore becoming obsessed with
producing appealing content. The Spotlight feature’s endless

scroll of videos makes it easy for children to pass hours
watching content, slowly getting addicted to the app.

\

Connecting with Strangers

Even if your child only connects on the app with people they
know, they may still receive friend requests from strangers.
Snapchat’s links with apps such as Wink and Hoop have
increased this possibility. Accepting a request means that
children are then disclosing personal information through
the Story, SnapMap and Spotlight features. This could allow
strangers to gain their trust for sinister purposes.

Inappropriate Content i

Some videos and posts on Shapchat are not suitable for
children. The hashtags used to organise content are
determined by the poster, so an innocent search term could
still yield age-inappropriate results. The app's Discover
function lets users swipe through snippets of news stories and
trending articles that often include adult content. There is
currently no way to turn off this feature.

Sexting

Sexting continues to be arisk associated with Snapchat. The
app’s ‘disappearing messages’ feature makes it easy for young
people (teens in particular) to share explicitimages on impuilse.
While these pictures do disappear — and the sender is notified if it
has been screenshotted first — users have found alternative
methods to save images, such as taking pictures with a separate
device.

Damage to Conftidence

Snapchat’s signature filters and lenses are a popular way for users to enhance their ‘selfie game’. Although many are designed to entertain or amuse, the ‘beautify’ filters on photos can set
unrealistic body-image expectations and create feelings of inadequacy. Continually comparing themselves unfavourably against other Snapchat users could threaten a child’s
confidence or sense of self-worth.

72\
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Turn off Quick Add Choose Good Connhections

The Quick Add feature helps people find each other on the app. This function works based Snapchat has recently announced that it is rolling out a new safety feature: users will
on mutual friends or whether someone’s number is in your child’s contacts list. Explain to receive notifications reminding them of the importance of maintaining connections
your child that this feature could potentially make their profile visible to strangers. We with people they actually know well, as opposed to strangers. This Friend Check up
recommend that your child turns off Quick Add, which can be done in the settings encourages users to delete connections with users they rarely communicate with to
(accessed via the cog icon). maintain their online safety and privacy.

Talk about Sexting 4 Keep Profiles Private

It may feel like an awkward conversation (and one that young people can be reluctant to Profiles are private by default, but children may want to make them public to gain more
have) but it is important to talk openly and non-judgementally about sexting. Discuss the followers. You may wish to customise the settings so that your child’s Stories can only be
legal implications of sending, receiving or sharing explicitimages, as well as the possible viewed by people they know well in real life. In SnapMaps, enabling ‘Ghost Mode’ (again
emotional impact. Emphasise that your child should never feel pressured into sexting — and via settings) prevents your child's location being seen; it also nullifies SnapMap ‘status’,
that if they receive unwanted explicitimages, they should tell a trusted adult straight away. which visibly displays a user’s exact location for as long as they stay there.

Be Ready to Block and Report Chat about Content

If a stranger does connect with your child on Shapchat and begins to make them feel Talk to your child about what is and isn‘t wise to share on Snapchat (e.g. don't post explicit
uncomfortable through bullying, pressure to send explicitimages or by sending explicit images or videos, or display identifiable details like their school uniform). Remind them that
images to them, your child can select the three dots on that person’s profile and choose once something is online, the creator loses control over where it might end up, and who with.
report or block. There are options to state why they are reporting that user (annoying or Additionally, Snapchat’s ‘Spotlight’ feature has a #challenge like TikTok’s: it’s vital that your
malicious messages, spam, or masquerading as someone else, for example). child understands the potentially harmful consequences of taking part in these challenges.

Meet Our Expert National

Dr Claire Sutherland is an online safety consultant, educator and researcher who has O n I I n e
developed and implemented anti-bullying and cyber safety policies for schools. She ' v/ S f t
has written various academic papers and carried out research for the Australian ' / q e y
government comparing internet use and sexting behaviour of young people in the UK,

USA and Australia. ) ﬂWa keU pWEdI‘IESd39
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel it is needed.

This guide focuses on one app of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

AGE-INAPPROPRIATE CONTENT

Most videos appearing on a child’s feed are
light-hearted and amusing. However, some , +
clips have been reported for featuring drug and 8 ) |
alcohol abuse, themes of suicide and self-harm,

or young teens acting in a sexually suggestive way.

The sheer volume of uploads is impossible to

moderate entirely — so it is possible for a child to be
exposed to explicit and age-inappropriate content.

HAZARDOUS VISIBILITY

Connecting with others is simple on TikTok —
including commenting on and reacting to
users’ videos, following their profile and
downloading their content. The maijority of
these interactions are harmless, but — because
of its abundance of teen users - TikTok has
experienced problems with predators
contacting young people.
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Assuming your child is above TikTok’s age limit, talk
to them about what they've viewed on the app. Ask
their opinion on what's appropriate and what isn't.
Explain why they shouldn’t give out personal details
or upload videos which reveal information like their
school or home address. In the long
run, teaching them to think critically
about what they see on TikTok could
help them to become social-media

savvy.

‘Family Safety Mode’ lets parents and carers link
their own TikTok account to their child’s. Through
your mobile, you can control your child’s safe
settings remotely — including limiting screen time,
managing their ability to exchange messages (and
with whom) and blocking a lot of age-inappropriate
content. Tiktok refreshed its Safety Cantre in May
2021, providing new resources for parents and
carers to support online safety among families.
These resources can be found on their website.

Meet our expert

Parven Kaur is a social media expert and digital media
consultant who is passionate about improving digital

literacy for parents and children. She has extensive
experience in the social media arena and is the
founder of Kids N Clicks: a web resource that helps
parents and children thrive in a digital world.

SOURCES: www.tiktok.com

TikTok is a video-sharing social media app which lets people create, view and
download looping 15-second clips. Typically, these are videos of users lip-syncing and
dancing to popular songs or soundbites (often for comic purposes), enhanced with
filters, effects and text. Designed with young people in mind, TikTok skyrocketed in
popularity in 2019 and has featured near the top of download charts ever since.

It now has around 800 million active users worldwide.

What Parents & Carers Need to Know About

EXPLICIT SONGS

TikTok primarily revolves around

videos of users lip-syncing and

dancing to music. Inevitably, some

featured songs will contain explicit or suggestive
lyrics. Given the app’s young user-base, there is a
risk that children may view older users’ videos
and want to imitate any explicit language or
suggestive actions.

ADDICTIVE NATURE

Like all social media, TikTok is designed to be
addictive. It can be hugely entertaining — but that
also makes it hard to put down. As well as the
punchy nature of the short video format, the
app’s ability to keep you intrigued about

what’'s coming next mean it’s easy for a

5-minute visit to turn into a 45-minute stayJ
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In early 2021, TikTok changed the default setting for all
under 16s’ accounts to ‘private’. Keeping it that way is
the safest solution: it means only users who your child
approves can watch their videos. The ‘Stitch’ (which
lets users splice clips from other people’s videos into
their own) and ‘Duet’ (where you build on another
user's content by recording your own video alongside
their original) features are now only available to
over 16s. This might clash with your child’s
ambitions of social media stardom, but it will

m fortify their account against predators.

12+

If under 18, supervision
of a parent or legal
guardian required.

TIKTOK FAME

The app has created its own celebrities:
Charli D'Amelio and Lil Nas X, for
example, were catapulted to fame by
exposure on TikTok — leading to many
more teens attempting to go viral and
become “TikTok famous"”. While most
aspiring stars hoping to be ‘the next big
thing’ will find it difficult, setbacks may
in turn prompt them to go to even more
drastic lengths to get noticed.

- )
IN-APP PURCHASES -

There's an in-app option to purchase ‘TikTok coins’,
which are then converted into digital rewards for
sending to content creators that a user likes. Prices
range from 99p to an eye-watering £99 bundle.
Buying coins is now restricted to over-18s — but
TikTok doesn't require users to verify their age on
sign up, so a young person could easily access this
feature if they were determined to.

/

With the correct privacy settings applied, TikTok is a
relatively safe space. However, in case something
does slip through, make sure your child knows how
to recognise and report inappropriate content and
get them to come to you about anything upsetting
that they've seen. TikTok allows users to report
anyone breaching its guidelines, while you can also
block individual users through their profile.

s e 1L o—

In the app’s ‘Digital Wellbeing’ section, you can filter
out inappropriate content (specific content creators
or hashtags, for instance) using ‘Restricted Mode'.
This can then be locked with a PIN. You should note,
though, that the algorithm moderating content isn't
totally dependable - so it’s wise to stay aware of

what your child is watching.

As entertaining as TikTok is, you can help your child
to manage their time on it in the ‘Digital Wellbeing’
section. Under ‘Screen Time Management’, you can
limit the daily permitted time on the app (in
increments ranging from 40 minutes to two hours).
This preference can also be locked behind a PIN.
That way, your child can get their regular dose of
TikTok without wasting the whole day.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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tchlislallivestreaming/serviceiwhichitendsito/focusion/gaming./Usersicanjpublicly. broadcastitheir/gameplay,
and/commentary/online/for/other/usersitoiwatch: It'slalcommunity-driven platform\where viewers/can
supportitheir,favourite streamers’channels;through/PayPal/donations; “Bits*and more: Each
streamer;or/group.creates theirown community/for/fansitoiinteract\withjeach/other. . Twitch has
more than|15/million daily/active/usersiand|includes non-gaming|jtopics/suchas/music,
cooking/and/art. Anyone.can create/a channel tollivestream oriwatchivideos.
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UNCENSORED STREAMS

Uncensored content obviously carries a
greqter risk of inappropriate language and
ehaviour (streamers can, however, list
their broadcast as unsuitable for children).
Twitch has strict rules for streamers to
follow, but requires viewers to report any
streams which breach these guidelines.

Each livestream is accompanied by a text ==
chat which it is the streamer’s responsibility = .. being approached and messaged
online by total strangers.

to moderate. ? i
= N ——— ‘ 4 b

INAPPROPRIATE CONTENT o J WEBCAM SHARING

Most people are already aware that -~ It's common for streamers to use
some video games feature adult their live webcam footage. This allows
content such violence, sexual content, better interaction with their viewers, but
profanity and so on. Twitch does prevent also adds risk: the stream might include
certain games from being streamed on sponsored content or product placement
the platform, but most are still allowed. It that isn’t child friendly. Using a webcam in
is relatively simple, then, for a child to find livestreams increases the chance of
livestreams of games that aren’t suitable malicious viewers finding out where the
for them - including horror games. streamer lives and provides bullies with

_/\‘9> ;Iisual reactions to their h;lrtful behaviour.
HIDDEN COSTS <y \ ,
Twitch is free to use because it’s supported% = pRNATE CHAT ROOMS

by advertisers. Removing the ads requires a . Twitch encourages streamers to create
subscription to Twitch Turbo - or the Twitch their own communities, which extend
Prime package (free for anyone with an 4((/ beyond its platform. Many create a public

WHAT ARE
THE RISKS?
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CONTACT FROM STRANGERS l

As well as streamers talking directly to
their audience, Twitch enables viewers to
use text chat to speak to the person they're
watching. It’s a social platform which also
allows viewers to interact with each other
via text while they are watching livestreams
- including exchanging private messages.
This raises the possibility of a child

\
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Amazon Prime account), which blocks the Discord group, for example, for viewers to
ads and offers additional goodies such as join and communicate with each other.
bonus games. Streamers earn most of their

income by asking users for direct donations

or gifts of the virtual currency Twitch Bits.

~

Discord is a completely separate entity to
Twitch and offers a higher risk of predators,
grooming and cyberbullying if your child
gets involved in the voice or video chat with

strangers.

»

EXPLORE IT YOURSELF )
Twitch doesn’t have any parental controls, but it is possible to

block troublesome users if it becomes necessary. The best

solution is to watch some Twitch channels by yourself or with your
child to find some that are suitable. Watching some streams by )
yourself is also a good route to understanding the sort of content s,
that your child would be consuming regularly on Twitch.

will heIE them avoid online abuse. If they livestream, knowing how 4 ,

to block people in the chat also helps to prevent c¥’berbullying or

harassment. Evading online interaction is impossible, of course, so talk
to them in advance about boundaries and safe online communication.

LEARN HOW TO BLOCK

‘Security and Privacy’ in Twitch’s settings lets your child block
messages from specific users. Teaching your child how this works

‘

>

Meet Our Expert

Clare Godwin (a.k.a. Lunawolf) has worked as an editor and

WATCH WHAT THEY WATCH

Twitch does have a lot of child-friendly content; some streamers
use a ‘family friendly’ tag to highlight material that's suitable for
children. However, anyone can use this tag — including users who
(accidentally or otherwise) stream games with less acﬂ)ropriclte
adult themes. The best way to counter this is to view different
streams and follow suitable channels for your child to watch.

LIMIT PAYMENT OPTIONS

Reduce the chance of accidental purchases by ensuring your

bank card isn't saved on Twitch or the Amazon account that Twitch
Prime could be linked to. Restricting access to your PayPal account is
also wise if your child watches Twitch on the device you use to make
purchases. Explain to your child that they don’t need to subscribe to
channels to watch them and that donating or gifting ‘Bits’ is optional.

National
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journalistin the gaming industry since 2015, providing websites O n I I n e
with event coverage, reviews and gaming guides. She is the owner é ®
of Lunawolf Gaming and is currently working on various S af et
gaming-related projects including game development and \ y
writing hon-fiction books.
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| users,exchanging texts, ?
photos, videos and documents; as welllas maklngmce and V|deo calls?lts eug%o end/encryption means e,
messages canonly.beiviewed] by the sender and/any/recipients:inotleven\WhatsAppican read {them:Updates tolits s‘ro,_..“_\g“‘

privacy pollcy in 2021 (mvolvmg Shdl;th data W|th parenticompany, Facebook) caused m|II|os_to’ aveithe app, butthe

(o)

POTENTIAL CYBERBULLYING

Group chat and video calls & -
are great for connecting with f
multiple people in WhatsAp F but D@*#
there'is always the potential fo

someone’s feelings to be hurt by an
unkind comment or joke. The ‘only
admins’ feature gives the admin(s) of a
group control over who can send
messages. They can, for example, block
people from posting in a chat, which could
make a chlld feeI excluded and upset.

CONTACT FROM STRANGERS

To start a WhatsApF chat, you

only need the mobile number of

- the person you want to message

~ (the other person also needs to have

' the app). WhatsApp can access the
address book on someone’s device and
recognise which of their contacts also use
the app. So if your child has ever given
their phone number to someone they don‘t
know, that person could use it to contact
them via WhatsApp.

LOCATION SHARING &)

The ‘live location’ feature lets users
share their current whereabouts,
allowing friends to see their movements.
WhatsApp describes it as a “simple and
secure way to let people know where you
are.” It is a useful method for a young \
person to let loved ones know they're safe

— but if they used it in a chat with people

y they don’'t know, they would be exposing

4 their location to them, too.

SCAMS

Fraudsters occasionally send WhatsApp F

messages pretending to offer prizes -
encouraging the user to click on a link to
win. Other common scams involve
warning someone that their WhatsApp
subscription has run out (aiming to dupe
them into disclosing payment details) or
Eersonatlng a friend or relative and
ing for money to be transferred to
help with an emergency.
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DISAPPEARING MESSAGES

Users can set thtsAp;) messages to
disappear in 24 hours, 7 days or 90 days
by default. Photos and videos can also be /‘ °
instructed to disappear after the

reC|p|ent has viewed them. These files
can’t be saved or forwarded - so if your
child was sent an inap J)ro priate
message, it would be difficult to prove
any wrongdoing. However, the receiver
can take a screenshot and save that as
evidence.

ENABLING FAKE NEWS @

WhatsApp has unfortunately been linked
to acceleratmg the spread of dangerous
rumours. In India in 2018, some outbreaks
of mob violence appear to have been
sparked by false allegations being shared
on the app. WhatsApp itself took steps to
prevent its users circulating hazardous
theories and speculation in the early

weeks of the Covid-19 pcmdemlc % < ‘
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i S EERE ] SRS 255 T

f CREATE A SAFE PROFILE  EXPLAIN ABOUT BLOCKING & (", REPORT POTENTIAL SCAMS

Even though someone would need a child’s If your child receives spam or offensive Young peogle shouldn’t engage with any
phone number to add them as a contact, messages, calls or files from a contact, they message that looks suspicious or too good
it's also worth altering a young person’s should block them using ‘settings’ in the chat. to be true When your child receives a
profile settings to restrict who can see their Communication from a blocked contact won't message from an unknown number for the
photo and status. The optlons are show up on their device and stays undelivered. first time, they’ll be given the option to
‘everyone’, ‘my contacts’ and ‘nobody’ - Blocking someone does not remove them from rePort it as spam. If the sender claims to be
choosing one of the latter two ensures that Zour child’s contact list — so they also need to riend or relative, call that Ferson on their
your child’s profile is better protected. e deleted from the address book. usual number to verlfy it really is them, or if

it's someone trying to trick your child.

CHECK THE FACTS

You can now fact-check
WhatsApp messages that

THINK ABOUT LOCATION Y DELETE ACCIDENTAL
If your child needs to use the ‘live i MESSAGES «

location’ function to show you or

LEAVE A GROUP

If your child is in a group chat that is
making them feel uncomfortable, or

has been added to a group one of their friends where If your child posts a message they have been forwarded at
== thatthey don’t want to be they are, advise them to want to delete, WhatsApp allows the least five times, by
. part of, they can use BTGRoup share their location onl user seven minutes to erase a double-tapping the
WhatsApp’s group settings #= | foraslong as they need to. message. Tap and hold on the magnifying glass icon to the
to leave. If someone exits a WhatsApp gives d range of message, choose ‘delete’ and then right of the message. From
group, the admin can add ‘live location’ options, and your delete for everyone.’ However, it's there, your child can launch a “
them back in once; If they E child should manually stop sharing important to remember that

recipients may have seen (and
taken a screenshot of) a message
before it was deleted.

leave a second t|me itis “ their position as soon as it is no
permanent. longer needed.

themselves whether the

Google search and decide for N
message was true or not. 2

Meet OQur Expert

Parven Kaur is a social media expert and digital media
consultant who is passionate about improving digital literacy
for parents and children. She has extensive experience in the
social media arena and is the founder of Kids N Clicks: a web
resource that helps parents and children thrive in a digital world.
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